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Do you 

need a 

dedicated 

ICT / DR 

Plan ?

Data/ 

Service  

Center 

set up 

Systems 

in  DC / 

SC ?

Do you 

have 

Apps 

Setup ?

Do 

Suppliers 

support  

ICT/DR?

Do you 

depend 

on Cloud 

Services?

Document the following  

# A1,3, 4,7  & Full 

Lighthouse BCP

Document the following  

# A1, 1,2,3, 4,5,7,8, & 

Full Lighthouse BCP

Document the following  

# A1, 1,2,3, 4,5,6,7,8 & 

Full Lighthouse BCP

Document the following  

# A1,1,2,3,5,7,8 & Full 

Lighthouse BCP

Document the following

#A1, 2,3,7,8 & Full 

Lighthouse BCP

Document LH Project 

Roll up plan with ICT/ 

DR overlay

N

N

N

N

N

N

YY

❑ Training, Orientation, TISA Certification for DR Reps

❑ Strategic Direction and Sign off  alignment to 

Framework/s

❑ Setting up Roles, Teams 

❑ Timetable of Activities aligned to documentation 

❑ Supplier integration ( Service Continuity Planning) 

❑ Internal Support OLA- Memorandum Of Understandings 

❑ Business Continuity / ICT DR Plan documentation utilizing 

LIGHTHOUSE, Templates and Vital document control . 

Annexure of Supplier CoB, Internal MoU’s.

❑ Plan sign off by Business Head and Customer Rep

❑ Testing the Business Continuity / ICT DR Plan with Business 

inclusive engagement, Data backup / restore / vaulting, 

System Outage testing, Supplier Engaged Testing, 

Infrastructure Fail Over tests, Plan Walk Through and People 

safety testing for response through CALL TREEs.  

❑ After Test Results Analysis and Action Plans follow to update 

the Plan documentation

Document LH Project 

Roll up plan with ICT/ 

DR overlay

BCP / ICT / Systems DR Planning and Testing integrated with LIGHTHOUSE   

A1* ICT-101
ICT 101 Survey – connect with Global Business 

Continuity  for the survey link

1 TIM-FR011 Systems Individual Asset Risk Assessment

2 TIM-FR020 Project Recovery - IT Recovery for TIMgt

3 TIM-FR021 Service Stoppage Recovery 

4 L7 Lighthouse Service Center Continuity Plan template

5 L8 Lighthouse Project Systems Assessment Questionnaire

6 L9 Lightouse Apps Recovery Continuity Plan

7 L25 Lighthouse Inter-Group Memorandum of Understanding

8 SCP-101 Lighthouse Supplier Business Continuity Plan Template

Commercial In Confidential when shared with Customer : Internal Use  Company Confidential

Y

Y

Y

Y

• A1

1. GBC only requires the 

survey as Step A1. 

POSTMAN will send 

the Link to requestors

2. Full Plan 

documentation in 

Lighthouse by PM –  

and then toggle to SLIM 

plan as and when 

required

3. Project Authorization 

Form (PAF) (TIM-

FR002) is the Initiation 

form for ICT/DR 

activities  - Backup / 

Restore specifications.

❑ Other  actions  business 

must document for team 

recovery needs 

(1,2,3,4,5,6,7,8)



Business Continuity & Crisis Management Framework – governs the process across events

CISO

❑ Leadership council 

updates

Business Continuity Response 

CISO

❑ Leadership 

council updates

Global Business 

Continuity 

• Location Council 

engagement

• Situation update

Crisis Communication

• Internal & External 

Communication

• Awareness

• Social Media 

Control 

Corporate Services, CIO 

& Tech Infrastructure Mgt

• Safety at Office

• Wellness at Office

• IT readiness 

• Facilities 

readiness

• Data Center  &

• CIO applications  

Online monitoring

IBU, SBU,  Customer & 

Internal Delivery Accounts

• BCP Plan 

activation

• Testing plans

• Monitoring 

recovery

• Meeting SLA and 

Recovery time 

objectives

• Customer updates
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Trigger 

Call tree

(1) 

• Call Tree – End Point is Man hunt and Finally a Missing Complaint by Corporation with Law Enforcement Agencies in respective 
Jurisdiction with External Agencies Coordination as per World Crisis Council Assessment Call Decision

Go

(2)

ENS load 

& fire

(3)

Monitor  

1st hour 

(4)

Monitor 5th 

hour (6)

Result & 

Data  to 

HR (5)

Result & 

Data  to 

HR (7)

Monitor X 

hour/s (8)

24-hour HR report 

(9)

No Go – On 

Hot 

Standby 

(1A)

Identify Non-

Respondents 

(10)

Manhunt & 

Missing 

complaint  

Orders

(12)

No Go -  

Continue 

Tracking 

(12A)

GO –SOS 

teams take 

over (13)

Missing 

Cases (14)

List  Missing 

Response People 

(15)

World Crisis Council Decision + 

Note to All Relevant Interested 

parties (16)

Register Missing 

Report + Support Law 

Enforcement  to 

locate(17)

BHR /PM Tracks 

people, Extend Family 

Support  (18)

Stop
(20)

❖ Brand Reputation is PRIME.  Efforts for People Assets Safety and Wellness is 1st 

in Business Continuity – Family Support is VITAL. This is the evidence of an 

enterprise which exhibits RESILIENCE in the PERSONAL RESILIENCE practices 

institutionalized in the Organization which Continues Business The Next Day of 

the EVENT-  People, Assets, Services, Environments all ON

❖ Educate, People Manager continuous communication to RESPOND to CALL 

TREE is ESSENTIAL and VITAL for People Safety

❖ Emergency Help Desk – SOS Teams and RAF teams continue support 

as the Event Transitions and is in Motion

People HR, Business HR, Corporate HR is 

Accountable as a Function, People managers & 

associates  responsible by role of actions and 

responsiveness

Corporate Services, Security teams facilitate 

through External Agencies and Location teams  

Global Business Continuity Team governs and 

supports the Operation

Yes

Yes

No

✓ Acknowledged Call Tree by record

✓ Emergency contract traced & found

✓ Injured people 

✓ Accidents cases & Trauma

✓ People Demised

❖ People Missing – No response cases        

( This is most critical in Call Tree ) 

No

File Closure 

Report (19)
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First Assessment 

Situation Notification 

(C1 Notifications)  

Corporate Crisis Management Practices

Company Confidential

Event Global Business 

Continuity (C1)

Location Council 

(LC1)

Exec Leadership 
Council (EC1)

Checkpoint Assessment, 

Call Tree, Mass Comms 

and Interaction

Monitor & Situation 

Updates

Council 
Assessment

ELC 

direction 

required

Is this 

Org/Biz  

Crisis?

ELC decisions  - People, 

Business, Customers

Organization, 

Customer, Media 

Comms

Has 

event 

closed? Is ELC 

direction 

required

Monitor Situation 

across location 

council leaders

Global Event Management 

(GEM-1)

ELT briefing 

by Council  - 

refer C1 

notifications

AAR, ATR

GEM-1

GEM-1

BU, CIO-TIM, Corp 

Services, Vendors 

initiate BCP actions

Yes

NoNotify Attention  actions to 

LC1 and EC1

No

EC1
Yes

Yes

❖ Lighthouse

❖ PostMan

❖ BI 

❖ 2 Way Call Tree

❖ First Assessment Team

❖ Location Council (LC1)

❖ Ex Leadership Council  (EC1)

❖ Internal Comms / HR

❖ BU’s to Customers comms

❖ Media Spokes Person

❖ Internal Teams

❖ Customer Teams

❖ Suppliers

❖ Emergency Services

❖ Overlay Plans

❖ BCP Plans

❖ Location Plans

❖ ICT/ DR  Plans

❖ Global Business Continuity   (C1)

❖ Corporate Services

❖ HVAC, Building Management

❖ CIO-TIM, GSOC , NOC

❖ .Industry Network, ISOS

❖ Government Notifications

No

No
LC1

Crisis comms – Business 

to Customer rep as per 

agreed procedures

Yes



GEO-POLITICAL DISRUPTION – Continuity Management

8-7-7-3-6 format across 5 Resilience WALLS  : (31 attributes +)

BIA

1.People distribution
2.Suppliers concentration
3.Minimum Operating 

levels
4.Service delivery 

management
5.Service level 

management
6.Recovery time objectives
7.Recovery point objectives
8.Identification of 

Important Activities for 
Operational Resilience 

People

1.Cross skilling
2.Resource In-sourcing
3.Cross training
4.Reduced Resource 

Impact Analysis
5.Service Category re-

alignment 
6.Cross border recovery 
7.Reduced Resource 

Impact Analysis (RRIA) 

Premise
1.Alternate buildings
2.Alternate hosting 

premises
3.Replicated hosting 
4.Testing Custom fail over 

for 4 weeks turnaround
5.Route-away drills 
6.Surprise route-away tests
7.Supplier route-away 

integrated 8 weeklong 
tests 

Services
1.Strategies to Extend shifts 

to accommodate work-
load balancing

2.Alternate Recovery Time 
objectives and Service 
Level norms

3.Re-priority alignment of 
work items & services 
meeting Important 
activities 

Continuity
1.People availability 

readiness
2.Cross border recovery  

investments
3.People evacuation and 

repatriation drills
4.Testing business recovery 

through isolation tests
5.Service availability test 

through operations from 
cross border, cross 
continent to monitor 
resilience, loss of customer 
satisfaction and 
degradation of services and 
support aligned to 
localization

6.Services in RRIA mode 
(Reduced Resource Impact 
Analysis mode) 
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BESPOKE NOTIFICATIONS FOR EVENTS 

Example notifications extracts

Global Business Continuity Team

Readiness – Event Progress & Situation Updates
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